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Abstract— Cloud computing describes effective computing services provided by a third-party 

organization known as cloud service provider for organizations to perform different tasks over 

the internet for a fee. Cloud service provider’s computing resources are dynamically reallocated 

per demand, and their infrastructure, platform, and software, and other resources are shared by 

multiple corporate and private clients.  With the steady increase in the number of cloud 

computing subscribers of these shared resources over the years, security on the cloud is a 

growing concern. In this review paper, the current cloud security issues and practices are 

described and a few innovative solutions are proposed that can help improve cloud computing 

security in the future areas. 
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I. INTRODUCTION 

CLOUD computing (also known as “the cloud”) 

provides client users with significant cost savings, both in 

terms of capital and operational  expenses.  It  also  allows  

them  to  implement cutting-edge technologies to meet their 

information processing needs and adopt pay-per-use model. 

The three common cloud services are Software as  a Service 

(SaaS), Platform as  a Service (PaaS) and Infrastructure as a 

Service (IaaS). One of the main areas that is of major 

concern is the security aspect of cloud computing. Both, the 

cloud providers as well as the clients need to be fully aware 

of the security threats and apply better countermeasures to 

protect resources. The cloud services providers (CSVs) need 

to protect their infrastructure, platform, and software from 

attacks, while the clients of the cloud need to protect their 

data, when using cloud services. 

II. SERVICE MODELS 

Fig. 1 shows the diagram representing cloud service 

model with  a  few  service  providers  mentioned  for  each  

type  of service. Software as a Service (SaaS) allows clients 

to run online  applications.  These  consumers  use  the  

Providers CSV’s application running on a cloud 

infrastructure. The cloud user  does  not  manage  the  cloud  

infrastructure  such  as network, server’s storage and 

operating systems.  SaaS is the easiest way to cloud compute 

where off-the-shelf applications are accessed over the 

internet. Platform as a Service (PaaS) allows users to create 

their own applications using supplier specific tools and 

languages at a very low cost. Also, network and operating 

systems are not administered by the consumer. 

Infrastructure as  a  Service (IaaS) allows users to  run  any 

application they please on cloud hardware of their own 

choice where existing applications can be migrated from a 

company datacenter in order to reduce its costs. 

 

Fig. 1 Cloud Computing Services 

III. SECURITY ISSUES AND COUNTERMEASURES 

The top cloud computing threats include data breaches, 

data loss, account hijacking, insecure API’s, denial-of-

service, malicious insiders, abuse of service, insufficient 

due-diligence, and shared technology. In this section, these 

threats are described with countermeasures. 

3.1 Data Breaches 

In cloud computing, the virtual machines (VMs) are 

residing in the same physical host and when one VM is able 

to access information from another VM, data breach occurs. 

The major risk factor is when the tenants of the two VMs 

are different customers. Data can be breached from highly 
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sophisticated secured servers to poorly designed multi-

tenant database where a flaw in the client’s application can 

lead the hacker to access client’s information and also 

information of every other client. Also, the rise of Web 2.0 

applications and SaaS has increased the chances of side-

channel attacks (nonintrusive attacks) even though 

transmission between web browser and server are encrypted 

through HTTPS and Wi-Fi encryption). Some of side-

channel attacks [1] are described in Table 1, with some 

countermeasures [2], [3] in Table 2.  

Table 1 Side-Channel Attacks 

 

Table 2 Data Breach Countermeasures 

 

 3.2 Data Loss 

There are a lot of ways data can be lost in cloud. Some of 

the reasons that could lead to permanent loss of  data include 

malicious  attacker,  hard  drive  failure,  fire  or  earthquake. 

Some of these reasons could be due to the service providers 

fault. Also, if the user encrypts the data and loses the 

encryption key,  data  cannot  be  recovered. Data  

protection  should be done at different levels such as data in 

transit, data at rest and data in use. There are many data loss 

prevention (DLP) tools that can be chosen by organizations 

as per need. While data backup and encryption are the key 

countermeasures, there are some other new ways. Geo- 

redundant storage by Azure supports high availability for 

applications like scaling to multiple instances amongst 

others. GRS provides protection against major datacenter 

failures which asynchronously replicates six copies of the 

data across different sites of which three copies are sites on 

the same site and the other three are located at a different 

geographic region [4]. Others such as network encryption, 

access controls, intrusion detection, prevention and  Security 

training should also be implemented. Also, organizations 

should not link accounts together where one account is daisy 

chained to other accounts where there are highly chances if 

one account is hacked, the hackers gain access to all the 

other accounts it is linked to. Furthermore, service 

agreements containing privacy and security should be  

reviewed to  update the  terms  and policies and the 

customers notified on a regular basis. 

3.3 Account Hijacking 

Table 3 Account Hijacking Countermeasures 
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 Account hijacking or service hijacking uses attack 

methods such as phishing, fraud and exploitation of software 

vulnerabilities where credentials and passwords are reused. 

If an attacker gains access, they can eavesdrop on your 

transactions, manipulate the data and make the data 

untrustworthy. If the attacker gains access to the cloud VM 

that hosts our website, they can run malicious code and re-

direct clients to illegitimate sites or make it inaccessible.   

Table 3 describes some countermeasures to prevent account 

hijacking [2].  

3.4 Insecure API’s 

We have seen that the users communicate through API's 

and they are accessible from anywhere over the internet. 

Malicious attackers can use them and compromise 

confidentiality, availability, accountability and integrity. 

Cloud API's are basically software interfaces, typically 

standard-based which the cloud providers make available for 

the customers in managing their cloud services. Some of the 

important issues the users should be focusing on are the 

transport security, authentication and authorization, code 

and development practices and message protection [5], [6].   

Table 4 provides some countermeasures against insecure 

APIs. 

Table 4 Insecure Api’s Countermeasures 

 

 3.5 Denial-of-Service 

The  Denial-of-service (DoS)  attacks  attempts  to  make  

the system or network resources unavailable to the users 

from accessing their data and applications from cloud. This 

can be temporarily, indefinite interrupt or completely 

suspend the service of the host. The attacker can disrupt the 

services in the virtualized  cloud  environment  by  using  

the  RAM,  CPU, network bandwidth, and disk space. The 

attacker can also use distributed denial-of-service (DDoS) 

where more than one unique IP- address are used.   Table 5 

provides some countermeasures against insecure APIs [7], 

[8]. 

Table 5 Dos Countermeasures 

 

 3.6 Malicious Insiders 

The employees who are working for cloud service 

providers such as the system administrator will have 

complete access to the SaaS, PaaS, and IaaS resources.   

Their access can be a big threat to customers to view 

confidential data. Any misuse by malicious insider is 

possible and hard to detect due to the lack of transparency 

into providers process and procedure. This affects the core 

principles of information Security (confidentially, 

authenticity, authorization, integrity, data protection, 

accountability and non-repudiation) [9]. Countermeasures 

include implementing a tracking system which can generate 

reports of employee’s activities. Also, a client- side 

encryption gateway can ensure that access to the encryption 

key is controlled only by the enterprise, and not by the cloud 

service provider or a third-party encryption provider [10]. 

So, even if the data is intercepted, the hackers will not be 

able to view the clear data since it will remain encrypted and 

safe. Client side encryption is a way to protect data since the 

encryption is done locally within the client’s browser and 

the private key is never transmitted to the server which 

leaves the data protected. 

3.7 Abuse of Cloud Service 

The main concern is for the CSVs rather than cloud 

service clients since the users will be trying to hack the 

system to gain access to confidential data. Anyone with a 

card can sign up for a free limited time period which the 

CSV and launch potential attacks such  as  password 

cracking and  execute malicious commands. It has basically 

never been easier for an attacker to get illegal access to 

high-performance computing environment. Zeus botnet 

(phishing Trojan) was known to be hosted on virtual 

machine within Amazon cloud which led to Amazon's IP 
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address range being blacklisted on spam list where good 

customers running email server on Amazon were rejected as  

well. This  affects  the  core  information security which is  

availability [9].  There have  been instances where rouge 

administrators conducted nefarious activities. 

Countermeasures include enforcing transparency into 

overall information security and management practices. 

Moreover, a credit card fraud detection mechanism can be 

designed to ensure unwanted registration to the cloud. Strict 

penalties should  be  enforced  to  cloud  violators  which  

will  minimize abuse of cloud. Also, a thorough examination 

of network traffic via network devices logs up to application 

level logs should be continuously monitored. Furthermore, 

defense-in-depth should be used since the components 

include biometric verifications, antispyware, firewalls and 

intrusion detection [11]. Such mechanisms are based on 

military principles where it is very difficult to penetrate 

multilayered system than a single system. If a hacker gains 

access, defense-in-depth gives network engineers and 

administrators’ time to deploy updated or new systems. A 

well design strategy can also identify who tried to 

compromise the system. 

3.8 Insufficient Due-Diligence 

There are hundreds of CSVs and understanding their 

capabilities, governance, partners, and presence/absence of 

redundancy and good disaster recovery in their data centers. 

These are actually threats if you do not perform the due 

diligence. When designers and architects who are unfamiliar 

with the cloud technologies are designing applications, 

unknown operational issues arise [12]. Planning for due 

diligence of the CSV must include IT due-diligence 

checklist such as guidance from NIST and Cloud Security 

Alliance. The cloud provider must setup requirement for 

implementing applications and service using industry 

standard as well perform risk assessment using qualitative 

and quantitative methods after certain intervals to check 

storage, flow and processing of  data  [13].  Moreover, the  

cloud  users  should consider any recent change in CSVs 

operating or regulatory environment, any  new  products  

adopted  and  other foreign operations. The cloud users 

should focus on how that CSV handles business continuity 

plan and disaster recovery plan. 

3.9 Shared Technology 

The three models of cloud computing (SaaS, PaaS, IaaS) 

is being  compromised  by  the  shared  technology  issue.  

The CSVs adopt scalable infrastructure to support 

multitenant environment where if  one component is 

compromised, this exposes the risk to the entire environment 

which in the other hand can be said about the shared 

services which includes CPU caches, shared databases and 

shared storage. An in- depth defensive strategy should apply 

such as use of CPU, networking, storage, applications and 

user access and also monitoring should be used for 

destructive moves and behaviors. Nothing less than best 

practices of installation or configuration and monitoring for 

unauthorized changes should be  implemented.  Also,  

strong  authentication  and  access control for admin access 

and clients should be implemented. Some other steps 

include SLA's for patching and vulnerability remediation 

and to conduct vulnerability scanning and configuration 

audits [7]. Moreover, if for some reason the physical server 

has down-time for maintenance or compliance reasons in the 

CSV’s datacenter, then the guest VM's will be automatically 

moved to  other hosts. This  can be  achieved through 

vMotion in VMware and is known as high availability. 

When moving, the right security policy and filtering 

capability also needs to move otherwise other VM's will 

gain access to your data and this can be a big security 

concern. 

IV.  CONCLUSION 

Cloud computing is a new technology which is being 

quickly adopted by many organizations due to the benefits it 

has and one of the most important aspect is the Security. We 

have discussed some top threats and the security techniques 

that can be adopted as countermeasures.  While there is no 

full proof  solution for security, the  mentioned solutions can 

be implemented to minimize threats to some extent in the 

future. 

REFERENCES 

[1]. P. Nirmala, T. Manimegalai, J. R. Arunkumar, S. Vimala, G. 

Vinoth Rajkumar, Raja Raju, "A Mechanism for Detecting the 

Intruder in the Network through a Stacking Dilated CNN 

Model", Wireless Communications and Mobile Computing, 

vol. 2022, Article ID 1955009, 13 pages, 2022. 

https://doi.org/10.1155/2022/1955009. 

[2]. D. Sathyanarayanan, T. S. Reddy, A. Sathish, P. Geetha, J. R. 

Arunkumar and S. P. K. Deepak, "American Sign Language 

Recognition System for Numerical and Alphabets," 2023 

International Conference on Research Methodologies in 

Knowledge Management, Artificial Intelligence and 

Telecommunication Engineering (RMKMATE), Chennai, 

India, 2023, pp. 1-6, doi: 

10.1109/RMKMATE59243.2023.10369455. 

[3]. J. R. Arunkumar, Tagele berihun Mengist, 2020” Developing 

Ethiopian Yirgacheffe Coffee Grading Model using a Deep 

Learning Classifier” International Journal of Innovative 

Technology and Exploring Engineering (IJITEE) ISSN: 2278- 

3075, Volume-9 Issue-4, February 2020. DOI: 

10.35940/ijitee.D1823.029420. 

[4]. Ashwini, S., Arunkumar, J.R., Prabu, R.T. et al. Diagnosis 

and multi-classification of lung diseases in CXR images using 

optimized deep convolutional neural network. Soft 

Comput (2023). https://doi.org/10.1007/s00500-023-

09480-3 

[5]. J.R.Arunkumar, Dr.E.Muthukumar,” A Novel Method to 

Improve AODV Protocol for WSN” in Journal of Engineering 

Sciences” ISSN NO: 0377-9254Volume 3, Issue 1, Jul 2012. 

[6]. R. K, A. Shameem, P. Biswas, B. T. Geetha, J. R. Arunkumar 

and P. K. Lakineni, "Supply Chain Management Using 

Blockchain: Opportunities, Challenges, and Future 

Directions," 2023 Second International Conference on 

https://doi.org/10.1007/s00500-023-09480-3
https://doi.org/10.1007/s00500-023-09480-3


 

 

Cloud Computing Security: Latest Issues & Countermeasures Countermeasures 

 

Available at https://jscer.org 

 

Page | 10  

 

 

 

Informatics (ICI), Noida, India, 2023, pp. 1-6, doi: 

10.1109/ICI60088.2023.10421633. 

[7]. Arunkumar, J. R. "Study Analysis of Cloud Security 

Chanllenges and Issues in Cloud Computing 

Technologies." Journal of Science, Computing and 

Engineering Research 6.8 (2023): 06-10. 

[8]. J. R. Arunkumar, R. Raman, S. Sivakumar and R. Pavithra, 

"Wearable Devices for Patient Monitoring System using 

IoT," 2023 8th International Conference on Communication 

and Electronics Systems (ICCES), Coimbatore, India, 2023, 

pp. 381-385, doi: 10.1109/ICCES57224.2023.10192741. 

[9]. S. Sugumaran, C. Geetha, S. S, P. C. Bharath Kumar, T. D. 

Subha and J. R. Arunkumar, "Energy Efficient Routing 

Algorithm with Mobile Sink Assistance in Wireless Sensor 

Networks," 2023 International Conference on Advances in 

Computing, Communication and Applied Informatics 

(ACCAI), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ACCAI58221.2023.10201142. 

[10]. R. S. Vignesh, V. Chinnammal, Gururaj.D, A. K. Kumar, K. 

V. Karthikeyan and J. R. Arunkumar, "Secured Data Access 

and Control Abilities Management over Cloud Environment 

using Novel Cryptographic Principles," 2023 International 

Conference on Advances in Computing, Communication and 

Applied Informatics (ACCAI), Chennai, India, 2023, pp. 1-8, 

doi: 10.1109/ACCAI58221.2023.10199616. 

[11]. Syamala, M., Anusuya, R., Sonkar, S.K. et al. Big data 

analytics for dynamic network slicing in 5G and beyond with 

dynamic user preferences. Opt Quant Electron 56, 61 (2024). 

https://doi.org/10.1007/s11082-023-05663-2 

[12]. Krishna Veni, S. R., and R. Anusuya. "Design and Study 

Analysis Automated Recognition system of Fake Currency 

Notes." Journal of Science, Computing and Engineering 

Research 6.6 (2023): 16-20. 

[13]. V. RamKumar, S. Shanthi, K. S. Kumar, S. Kanageswari, S. 

Mahalakshmi and R. Anusuya, "Internet of Things Assisted 

Remote Health and Safety Monitoring Scheme Using 

Intelligent Sensors," 2023 International Conference on 

Advances in Computing, Communication and Applied 

Informatics (ACCAI), Chennai, India, 2023, pp. 1-8, doi: 

10.1109/ACCAI58221.2023.10199766. 

[14]. R. S. Vignesh, R. Sankar, A. Balaji, K. S. Kumar, V. Sharmila 

Bhargavi and R. Anusuya, "IoT Assisted Drunk and Drive 

People Identification to Avoid Accidents and Ensure Road 

Safety Measures," 2023 International Conference on 

Advances in Computing, Communication and Applied 

Informatics (ACCAI), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ACCAI58221.2023.10200809. 

[15]. I. Chandra, G. Sowmiya, G. Charulatha, S. D, S. Gomathi and 

R. Anusuya, "An efficient Intelligent Systems for Low-Power 

Consumption Zigbee-Based Wearable Device for Voice Data 

Transmission," 2023 International Conference on Artificial 

Intelligence and Knowledge Discovery in Concurrent 

Engineering (ICECONF), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ICECONF57129.2023.10083856. 

[16]. G. Karthikeyan, D. T. G, R. Anusuya, K. K. G, J. T and R. T. 

Prabu, "Real-Time Sidewalk Crack Identification and 

Classification based on Convolutional Neural Network using 

Thermal Images," 2022 International Conference on 

Automation, Computing and Renewable Systems (ICACRS), 

Pudukkottai, India, 2022, pp. 1266-1274, doi: 

10.1109/ICACRS55517.2022.10029202. 

[17]. R. Meena, T. Kavitha, A. K. S, D. M. Mathew, R. Anusuya 

and G. Karthik, "Extracting Behavioral Characteristics of 

College Students Using Data Mining on Big Data," 2023 

International Conference on Artificial Intelligence and 

Knowledge Discovery in Concurrent Engineering 

(ICECONF), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ICECONF57129.2023.10084276. 

[18]. S. Bharathi, A. Balaji, D. Irene. J, C. Kalaivanan and R. 

Anusuya, "An Efficient Liver Disease Prediction based on 

Deep Convolutional Neural Network using Biopsy 

Images," 2022 3rd International Conference on Smart 

Electronics and Communication (ICOSEC), Trichy, India, 

2022, pp. 1141-1147, doi: 

10.1109/ICOSEC54921.2022.9951870. 

[19]. I. Chandra, G. Sowmiya, G. Charulatha, S. D, S. Gomathi and 

R. Anusuya, "An efficient Intelligent Systems for Low-Power 

Consumption Zigbee-Based Wearable Device for Voice Data 

Transmission," 2023 International Conference on Artificial 

Intelligence and Knowledge Discovery in Concurrent 

Engineering (ICECONF), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ICECONF57129.2023.10083856. I. Chandra, K. V. 

Karthikeyan, R. V, S. K, M. Tamilselvi and J. R. Arunkumar, 

"A Robust and Efficient Computational Offloading and Task 

Scheduling Model in Mobile Cloud Computing," 2023 

International Conference on Artificial Intelligence and 

Knowledge Discovery in Concurrent Engineering 

(ICECONF), Chennai, India, 2023, pp. 1-8, doi: 

10.1109/ICECONF57129.2023.10084293. 

[20]. Revathi, S., et al. "Developing an Infant Monitoring System 

using IoT (INMOS)." International Scientific Journal of 

Contemporary Research in Engineering Science and 

Management 6.1 (2021): 111-115. 

[21]. R. K, A. Shameem, P. Biswas, B. T. Geetha, J. R. Arunkumar 

and P. K. Lakineni, "Supply Chain Management Using 

Blockchain: Opportunities, Challenges, and Future 

Directions," 2023 Second International Conference on 

Informatics (ICI), Noida, India, 2023, pp. 1-6, doi: 

10.1109/ICI60088.2023.10421633. 

[22]. J.R.Arunkumar. “Comprehensice Analysis of Security Issues 

in Cloud Computing Technologies”, Journal of 

Science,Computing and Engineering Research, 6(5), 06-10, 

June 2023. 

[23]. S. Sugumaran, C. Geetha, S. S, P. C. Bharath Kumar, T. D. 

Subha and J. R. Arunkumar, "Energy Efficient Routing 

Algorithm with Mobile Sink Assistance in Wireless Sensor 

Networks," 2023 International Conference on Advances in 

Computing, Communication and Applied Informatics 

(ACCAI), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ACCAI58221.2023.10201142. 

[24]. I. Chandra, K. V. Karthikeyan, R. V, S. K, M. Tamilselvi and 

J. R. Arunkumar, "A Robust and Efficient Computational 

Offloading and Task Scheduling Model in Mobile Cloud 

Computing," 2023 International Conference on Artificial 

Intelligence and Knowledge Discovery in Concurrent 

Engineering (ICECONF), Chennai, India, 2023, pp. 1-8, doi: 

10.1109/ICECONF57129.2023.10084293. 

[25]. R. S. Vignesh, A. Kumar S, T. M. Amirthalakshmi, P. 

Delphy, J. R. Arunkumar and S. Kamatchi, "An Efficient and 

Intelligent Systems for Internet of Things Based Health 

Observance System for Covid 19 Patients," 2023 International 

Conference on Artificial Intelligence and Knowledge 

Discovery in Concurrent Engineering (ICECONF), Chennai, 

India, 2023, pp. 1-8, doi: 

10.1109/ICECONF57129.2023.10084066. 

https://doi.org/10.1007/s11082-023-05663-2


 

 

Cloud Computing Security: Latest Issues & Countermeasures Countermeasures 

 

Available at https://jscer.org 

 

Page | 11  

 

 

 

[26]. DC Jullie Josephine, J Sudhakar, T Helan Vidhya, R 

Anusuya, G Ramkumar,“An Improved Multi class Breast 

cancer classification and Abnormality Detection based on 

Modified Deep Learning Neural Network Principles”, Deep 

Learning in Biomedical Signal and Medical Imaging, CRC 

Press, Taylor and Francis, 2024. 

[27]. R. Anusuya, Pragya Vashishtha, “Real Automatic Number 

Plate Image Detection With Yolo Algorithms”, Journal of  

Science, Computing and Engineering Research, 7(7), July 

2024. 

[28]. K. Shetty, S. Tyagi, A. Jha, D. N. M. K. Rao, J. R. Arunkumar 

and L. R, "Natural Language Processing in Strategic Planning 

Analysis," 2024 Second International Conference 

Computational and Characterization Techniques in 

Engineering & Sciences (IC3TES), Lucknow, India, 2024, pp. 

1-5, doi: 10.1109/IC3TES62412.2024.10877514. 

[29]. S. Sugumaran, C. Geetha, S. S, P. C. Bharath Kumar, T. D. 

Subha and J. R. Arunkumar, "Energy Efficient Routing 

Algorithm with Mobile Sink Assistance in Wireless Sensor 

Networks," 2023 International Conference on Advances in 

Computing, Communication and Applied Informatics 

(ACCAI), Chennai, India, 2023, pp. 1-7, doi: 

10.1109/ACCAI58221.2023.10201142. 

[30]. R. S. Vignesh, A. Kumar S, T. M. Amirthalakshmi, P. 

Delphy, J. R. Arunkumar and S. Kamatchi, "An Efficient and 

Intelligent Systems for Internet of Things Based Health 

Observance System for Covid 19 Patients," 2023 International 

Conference on Artificial Intelligence and Knowledge 

Discovery in Concurrent Engineering (ICECONF), Chennai, 

India, 2023, pp. 1-8, doi: 

10.1109/ICECONF57129.2023.10084066. 

[31]. Jullie Josephine DC, Sudhakar J, Helan Vidhya T, Anusuya 

R, Ramkumar G. 15 An Improved Multi. Deep Learning in 

Biomedical Signal and Medical Imaging. 2024 Sep 30:237. 

[32]. Arunkumar, J.R., Anusuya, R., Chilukuri, P., Ramkumar 

Prabhu, M. (2024). Secure Data Transfer and Deletion Using 

Secure Encryption Algorithm in Cloud Computing. In: Singh, 

N., Bashir, A.K., Kadry, S., Hu, YC. (eds) Proceedings of the 

1st International Conference on Intelligent Healthcare and 

Computational Neural Modelling . ICIHCNN 2022. Advanced 

Technologies and Societal Change. Springer, Singapore. 

https://doi.org/10.1007/978-981-99-2832-3_84 

[33]. G. Manoharan, P. D. Sawant, J. Vanitha, M. Lourens, R. 

Anusuya and I. Bhati, "Cognitive Computing for HR 

Decision-Making," 2024 Second International Conference 

Computational and Characterization Techniques in 

Engineering & Sciences (IC3TES), Lucknow, India, 2024, pp. 

1-5, doi: 10.1109/IC3TES62412.2024.10877480. 

[34]. S. Sivakumar, R. Anusuya, V. Nagaraju, L. P. Narendruni and 

R. Thamizhamuthu, "QoS Based Efficient Link and 

Consistent Routing in Wireless Sensor Network," 2023 

International Conference on Intelligent and Innovative 

Technologies in Computing, Electrical and Electronics 

(IITCEE), Bengaluru, India, 2023, pp. 1241-1246, doi: 

10.1109/IITCEE57236.2023.10091080. 

[35]. R.Anusuya, R. Arumuganainar, J. R. Arunkumar and 

K.Saravanan, "Deep Learning-based Reconstruction and 

Classification of Corneal Images using EfficientNet Variants," 

2025 6th International Conference on IoT Based Control 

Networks and Intelligent Systems (ICICNIS), Bengaluru, 

India, 2025, pp. 1486-1494, doi: 

10.1109/ICICNIS66685.2025.11315817. 

[36]. J. R. Arunkumar, R.Anusuya, R. Arumuganainar and V. V. 

Baskar, "Hybrid Deep Learning Models for Enhancing Retinal 

Images and Early Detection of Non-Proliferative Diabetic 

Retinopathy," 2025 6th International Conference on IoT 

Based Control Networks and Intelligent Systems (ICICNIS), 

Bengaluru, India, 2025, pp. 1495-1500, doi: 

10.1109/ICICNIS66685.2025.11315509. 

[37]. Hemachandran, J. R. Arunkumar, R. A. R. Anusuya and R. 

Arumuganainar, "Comparative Evaluation of Deep CNN 

Architectures for Reliable Image Recognition," 2025 5th 

International Conference on Ubiquitous Computing and 

Intelligent Information Systems (ICUIS), Erode, India, 2025, 

pp. 732-737, doi: 10.1109/ICUIS67429.2025.11380777. 

[38]. Prakash.D, R. Arumuganainar, J. R. Arunkumar and 

R.Anusuya, "High-Fidelity Melanoma Image Reconstruction 

for Clinical Diagnosis using Deep Convolutional Networks," 

2025 5th International Conference on Ubiquitous Computing 

and Intelligent Information Systems (ICUIS), Erode, India, 

2025, pp. 738-743, doi: 10.1109/ICUIS67429.2025.11380667. 

[39]. A. Murgai, M. V. B. Reddy, M. P. Vani, S. Jagtap, M. 

Adudhodla and J. R. Arunkumar, "Blockchain-Enabled 

Secure Data Sharing in Cloudedge Learning Networks," 2025 

International Conference on Digital Innovations for 

Sustainable Solutions (ICDISS), Faridabad, India, 2025, pp. 

1-6, doi: 10.1109/ICDISS68238.2025.11320669. 

[40]. S. Surya, D. Narayana, S. S, K. R. Gopalan, K. R. Pathak and 

J. R. Arunkumar, "Blockchain-Driven Access Control in 

Edge-Based Learning Environments," 2025 International 

Conference on Digital Innovations for Sustainable Solutions 

(ICDISS), Faridabad, India, 2025, pp. 1-6, doi: 

10.1109/ICDISS68238.2025.11320794. 

[41]. K, A., Chaturvedi, A., Jadhav, S. et al. Deep Learning-

Enabled Multi-Satellite Terahertz Networks for Real-Time 

Global Climate Data Fusion and Analytics. J Infrared Milli 

Terahz Waves 47, 8 (2026). https://doi.org/10.1007/s10762-

026-01114-7 

 

https://doi.org/10.1007/978-981-99-2832-3_84

